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1. leas u 32124 U3yYeHUs TUCHUTLINHBI

enp u3ydeHHs TUCHUILTUHBI — ()OPMHPOBAHUE CIIOCOOHOCTH OPTaHHM30BBIBATH OE30MACHYIO
paboTy Ha TEpCOHAIBLHOM KOMIBIOTEPE U B  KOMIIBIOTEPHOM CETH, MPOTHBOCTOSATH
WHPOPMAIIMOHHBIM ~ yTpO3aM, BKJIIOYAsh TEXHHYECKHE, TEXHOJOTHUECKHE, TMCHXOJOTHUECKHE,
COIIMAJIbHBIE.

3aaun AUCIUTUINHBL

- (¢opmupoBaHMe 3HaHM B O0JACTH POCCHUHCKOTO MPAaBOBOIO  PEryJIHPOBAHUS
nH(pOpMaMOHHOM 0€301MacHOCTH;

- BBIpa0OTKAa TMpEACTaBIEHUH O crmocobax oOecrmeyeHus 3alluThl KOMIbIOTEpa U
MPOTHBOCTOSIHUM METOJIaM COLIMATbHOIN WHKCHEPHH;

- OCBOCHHE MPOTPAaMMHBIX CPEICTB oOecredeHus HH(OPMAIMOHHONH O€30MacHOCTH TPH
paboTe Ha MepCOHATLHOM KOMITBIOTEPE U B KOMITBIOTEPHOM CETH, BKIIOYast (JOPMHPOBAHUE YMEHUH
apryMEHTHPOBAHHOTO BBHIOOpA U CaMOCTOSITEIBbHON YCTAaHOBKH COOTBETCTBYIOUIETO MPOTPAMMHOIO
obOecIeveHus;

- 0030p KpunTorpapuueCcKux METOA0B MU(PPOBAHUS JAHHBIX;

- BbIpa0OTKa YMEHHI pa3pabaThiBaTh M PEATU30BBIBATH IOJUTHKY WH(POPMAIIMOHHOM
0€30MacHOCTH Ha MPeIIpUsITHH;

- (opMHpOBaHUE CITOCOOHOCTEH MO MPOTHBOACHUCTBHIO MOIICHHUYECKHM JICHCTBHSIM B CETH
WHTEepHeT 1 BeleHUs MPOCBETHTEIHCKON paOOTHI B ’TOM HAIIPABIICHHH.

2. Mecto nucuumiunsl B ctpykrype OIIOIT BO

Hucuumnunaa b1.5.09 «OcHoBel mHGOpManmoHHON 0€30MacHOCTH B MPO(eCcCHOHATHLHOM
JESATEILHOCTH» OTHOCHTCS K 0230BOM YacTH y4eOHOTO IIaHa.

JucuuiuinHa u3ydaercs Ha 4 Kypce, B 8 cemecTpe.

JUia n3ydeHust TUCUUIUIMHBI Tpedyetcs: i 0CBOGHUS JUCHUILIMHBL CTYIEHThl UCIIOJIb3YIOT
3HaHUs, YMEHUs, HABBIKHU, CIIOCOOBI 1eATEIbHOCTU M YCTaHOBKH, I1OJIy4Ye€HHbIE U C(HOPMUPOBAHHBIE B
xoze n3ydeHus nuctuiine «MHadopMaTika 1 nHPOPMAIMOHHBIE TEXHOJIOTUHU B TPO(ECCHOHATBHON
NESITeTbHOCTH.

Wzyuennto  guctummuabsl - b1.6.09  «OcHoBel  mHpOpMannoHHOH  Oe30macHOCTH B
poeCCHOHATILHOM 1eATEIbHOCTHY MPEALIECTBYET OCBOGHUE JUCUUIUIMH (MIPAKTHK):

b1.5.08 MWudopmatnka ¥ uHOOPMAIMOHHBIE TEXHOJOTHH B  MPOPECCHOHATBHON
NesITebHOCTH.

OcBoenne mucummumael  B1.6.09  «OcHOBel  mH(pOpManmoHHOW  0€30mMacHOCTH B
npoEeCCUOHATLHON  JIeITENbHOCTH» SIBISETCS HEOOXOAMMOM OCHOBOM JJsi TOCIEIYIOLIEro
W3YYEHHUS] TUCLUIUINH (TPAKTHK):

b2.5.02(IT) IlpakTuka 1O TOJYYEHUIO MNPOPECCHOHATBHBIX YMEHMH M OmbITa
MpoeCCUOHAIBHON e TEIHHOCTH.

Obnacte npodeccCHOHATBHOM JEATENBHOCTH, Ha KOTOPYIO OpPHUEHTHPYET JAUCLUILINHA
«OcHOBBI HH(OpPMALIMOHHOW 0€30MacCHOCTH B MPO(EecCHOHANBHON JEeSTENbHOCTH», BKIIOYAET:
MEXKYJIbTYPHYIO KOMMYHHMKAIMIO B c(epax MEXIoCylapCTBEHHBIX OTHOILICHMH, oOecreueHHs
000pOHBI U 6€30MaCHOCTH FOCYJAPCTBA, 3aKOHHOCTH U TTPABOTIOPSIKA.

OcBoeHMe TUCHMITIMHBI TOTOBUT K paboTe cO CIEAYIOIUMHU 00beKTaMu MpoQecCHOoHaTbHOM
NeSITEeIbHOCTHU:

- nHopManus, nepeaBaeMast B poLecce MEKKYIbTYPHOH KOMMYHHUKAIIUH;

- HHOCTPAHHBIE 3bIKU U KYJIbTYPHI;

- TEOpUS N3Y4aeMbIX HHOCTPAHHBIX S3bIKOB U IEPEBOJIA;

- CIOCO0BI, METO/BI, CPEACTBA, BUBI U NMPHEMbI MEXKKYJIbTYpHOH KOMMYHUKALMU B chepax
MEXTOCYJapCTBEHHBIX OTHOIIECHUH, obOecriedyeHus: 0OOpOHbI W 0e30IacHOCTH TOCyAapCTBa,
3aKOHHOCTH U ITPaBOIIOPSJIKA;

- MHPOPMAIMOHHO-aHATUTUYECKAs], PEAAKTOPCKas U OpraHu3alloOHHas JAeATeIbHOCTh B
o0J1acTH nepeBoa.

B npouiecce nzydeHus IMCHUIUIMHBI CTYAEHT TOTOBUTCS K BHJIaM MPO(ecCHOHATBHOM 1eATeNbHOCTH
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U pelIeHUI0 MpodecCHoHaNbHbIX 3a1a4, npeaxycMoTpeHHbIX @T'OC BO 1 yueOHbIM II1aHOM.

3. TpeOoBaHus K pe3yJIibTATAM OCBOCHHSI JUCHUNIHHBI

[Ipouecc u3yueHus: AMCUUILIIMHBI HAIIpaBiieH Ha pOpMHUpPOBaHNE KOMITETEHIUH.

BhimyckHUK J0DKeH o0safaTh CleIyIOUMMH O0IEenpoecCHOHATbHBIME KOMITETCHIUAMHI
(OIIK):

OIIK-1  cnocoOHOCTBIO  paboTarb C  pa3dMYHBIMH  WCTOYHHKAMHU  WH(GOpMAIHH,
MH(OPMALIMOHHBIMU PeCcypcaMi U TEXHOJIOTHSMH, OCYILECTBISATh IOUCK, XpaHeHHe, 00paboTKy U
aHanu3 MHGOpPMAIMKM W3 PA3HBIX HMCTOYHHKOB M 0a3 JaHHBIX, NPEACTaBIATH €€ B TpedyemMoM
dbopMate ¢ UCHOIb30BaHUEM HH(POPMAIIMOHHBIX, KOMIBIOTEPHBIX U CETEBbIX TEXHOJOTHMH, BIAJACTh
CTaHJAPTHBIMH METOJaMH KOMIIBIOTEPHOTO HabOpa TEKCTa M €ro pelIaKTUPOBAaHHUS HAa PYCCKOM U
MHOCTPAHHOM SI3bIKE.

OIIK-2 cmocoOGHOCTRIO COOMOAaTh B MPO(ECCHOHANBHONW AEATENbHOCTH TpeOOBaHUS
MIPABOBBIX AKTOB B 00JIaCTH MH(POPMAIIMOHHON 0€30MacHOCTH, 3alIUThl TOCYJapCTBEHHON TallHBI U
MHOU MH(POPMAIIUU OIPAaHUYCHHOTO JIOCTYIIA, 00ECIeYnBaTh COOIOICHNE PEKIMa CEKPETHOCTH.

OIIK-5 cmocoOHOCThIO  CaMOCTOSITEIBHO — OCYIIECTBIATH TOHMCK  MPOdeCcCHOHATBHOM
nH(OpPMALIUY B TIEYATHBIX M AIEKTPOHHBIX UCTOYHHUKAX, BKIIIOYAs! SJIEKTPOHHBIE 0a3bl JaHHBIX.

4. O0beM TUCHUNJIMHBI U BHIbI Y4eOHOI padoThl

Bcero Bocsmoint

Bu yuebHol paboThl 4acoB ceMecTp
KonTakTHas padora (Bcero) 36 36
Jlexiun 18 18
[TpakTudeckue 18 18
CamocTosiTesibHas padora (Bcero) 72 72
Bubl NPOMEKYTOYHOI aTTeCTANMN

3auer +
OO6masi TPy10eMKOCTh 4aChl 108 108
O01as1 TPYA10€MKOCTh 3a4eTHbIE eTHHUIIbI 3 3

5. Conep:xaHue IMCHUTLIMHBI

5.1. Conep:xanue MoayJied TUCHUTIINHBI

Mopnyas 1. OcHoBbI HHPOPMALHOHHYIO 0€30MIACHOCTD:

O6mue Bonpocs! nHopManoHHON 6e3onacHocTH. Teopus HHPOpPMAIMOHHOI 0€30MacHOCTH
U ee OCHOBHbIE HampaBieHHsA. BuIbl BO3MOXKHBIX HapylIeHUH HHPOPMAIMOHHOW 0€30MacHOCTH.
[IpyurHbl BO3HUKHOBEHHS] MH(POPMAIIMOHHBIX YIPO3 M MEpPbI 3alUThl OT HUX. MeXIyHapoIHbIe
cTaHzapThl MH(popMaoHHOro obmMeHa. IlonsTHe MHpOpManmoHHON yrpo3sl. MHpopMamoHHas
0€301acHOCTh B yCIOBUAX (PYHKIIMOHHpPOBaHUS B Poccuu riobabHBIX ceTeil. Buasl mpoTUBHUKOB
WIN «HapywmuTenein». HopMaTuBHbIE PYKOBOASIINE TOKYMEHTHI, KACAIOIIUECS TOCYAAPCTBEHHOU
TallHbl, HOPMAaTUBHO-CIIPABOYHbIE JOKYMEHTHI. 3akoH 00 mHpopmaiuu. CyneOHble NMpEeneieHTh U
OTBETCTBEHHOCTh 3a HapylleHue 3akoHa. Konuenums wundopmanuonHoit Oe3omacHoctH PO.
Nudopmannonnas 0€30MacHOCTb JINYHOCTH, oO11ecTBa, rocyzapcraa.
Teopuss mHpOpManMOHHON O€30MacHOCTH M €€ OCHOBHBIE HampaBieHus. Beaymue mnoioxeHus
Teopun WH(POPMALMOHHON O€30MacHOCT B o0sacTu UHGOPMALMOHHBIX cucTeM. Mogenu
0e30MacHOCTH M HX TpuMeHeHue. TakcoHOMHs HapyuleHMH HH(GOpMAIMOHHON O0€30MacHOCTH
BBIUHCIIUTENBHON CHCTEMBI U IPUYUHBI, 00YCIaBIUBAIOLINE UX CYIIIECTBOBAHUE.

Bunsl BO3MOXHBIX HapymieHuil uHpopmanmonHoit Oe3omacHocTH. HecdopmupoBaHHOCT
MH(OPMALIMOHHON KYJIBTYpHI Mojb3oBaTenell. Xakepckue atakd. DoS- u DDoS-ataku. CereBoit
LIITUOHAX (cHu¢puHr, HIOKEPHI). OKCIJIOUTHI.
[IpyunHBl  BO3HUKHOBEHMsS] HMH()OPMALMOHHBIX  yrpo3. AHanmu3 crnoco0OB  HapylIeHUS
nHpOpPMAIMOHHON  Oe3omacHOCTH. VIcronp30BaHME 3AIIMIICHHBIX KOMIBIOTEPHBIX  CHUCTEM.
Ha3znauenne wm 3amaum B cdepe obecnedeHuss WHOpP-MAIMOHHOW O€30MacCHOCTH Ha YpPOBHE
rocy1apcraa.
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Wudopmanronssie pecypcsl o nHGOPMAMOHHOHN O6e30macHOCTH. [IpaBoBbIe BONPOCHI, CBSI3aHHbIE
¢ uHpOpMaLMOHHON Oe3omacHOCTbI0. HopMmaTuBHBIE PYKOBOAALIME JIOKYMEHTBI, KacarolUecs
rOCyJ1apCTBEHHOM TalHbI.

Mopnyab 2. CoBpeMeHHbIE TEXHOJI0TMH HH(POPMaLIMOHHOH 0€30IaCHOCTH:

Ha3nauenne u 3agaunm  oOecrneueHMs HMH(OPMALMOHHONW O€30MacHOCTM Ha  ypOBHE
rocynapcrBa. IloHdaTtue o Bugax BUpYycOB. AHTHBHpPYCHasl 3alluTa KommbloTepa. TexHosorus
MOCTPOCHMsI 3allMIIEHHBIX HH(pOpMalMOHHbIX cucteM. Kpunrorpadus kak Hayka. MeToJsl
IICUXOJIOTMYECKOr0 BO3ACUCTBUA Ha mosb3oBarens cetd VMHrepHer. IloHATHE O BHIax BUPYCOB.
AHTHBHpYCHas 3amuTa KomimbioTepa. Knaccugukanus koMibploTepHbBIX BHpycoB. Kiaccuueckue
KOMIIBIOTEpHBIE BUpYyChl. DailnoBbie BUpychl. MakpoBupychl. Tposinckue koHU. PyTkuthl. CeTeBble
yepBu. [IporpammHuble cpencTBa i o0eceueHHst aHTUBUPYCHOM 3alllUThl KOMIIbIOTEpA.

TexHonmoruu  TOCTPOCHHMS  3alIUIIEHHBIX  WH(POPMAIM-OHHBIX  CHCTeM.  MecTo
MH(GOPMALMOHHOM 0€30MaCHOCTH 3KOHOMUYECKUX CUCTEM B HallMOHAJIBLHON 0€3-0IaCHOCTH CTPaHbI.
Pucku 1 neHHOCTHh HH(OpMAIIHH.

Kpunrorpadus xak Hayka. Metonpl kpunrorpaduu. AIropuTMBbl U CTaHIAPThI LIM(PPOBAHHUS.
CuMMeTpHYHOE M aCHMMETPUYHOE MU(ppOBaHHE. DICKTPOHHAs HU(ppoBas moanuch. COBpeMEHHBIE
TEXHOJIOTUU ayTeHTU(UKaLUK.
Bonpocel opranmszanuu uHpOpManuoHHONW Oe3omacHOCTH TpU pabore ¢ HMHGDOPMAIOHHBIMU
pecypcamu u cepBucamu cetd MHTepHeT. MeTOAapl INCHXOJIOTMYECKOTO BO3JCHCTBUS Ha
nosib3oBarens cetu Mutepuer. CounanbHas HHXXEHEPHSL.

AHTHBHpYCHBIE IpPOrpaMMHBIE CpeACcTBa O(GHUCHOIO M JIOMAlIHEro0 Ha3HA4YeHUs Ui
obecrieueHus nHpopMamoHHOK Oe3onmacHocTH. [laponbhas 3ammra. IlporpaMmel mmdpoBaHHS
JAHHBIX

ConuanbHasi HHKEHEPUS U €€ METOJIbI.

ONEeKTpOHHAs BaJlIOTa

CoumanpHble ceTH Kak uHpopmannonHas yrpo3a. Jletm wu HWuartepner. [lomutuka
MH(GOPMALMOHHOM 0€30MaCHOCTH U €€ OpraHu3alus B JIOKAJIIbHOW CeTH

5.2. Copep:xanue qucuuniannbl: Jlekuuu (18 4.)

Moayas 1. OcHoBbI HHpOPMAIMOHHYIO 0€30NACHOCTD (8 4.)

Tema 1. OGmiue Borpockl UHPOPMALIMOHHOM 6e30macHOCTH (2 4.)

Nudopmanmonnas ©Oe30macHOCTh Kak Hay4yHas oOnacth. Hampasrnenust obGecrnieueHust
MH(GOPMALMOHHOM 6€30MaCHOCTH B COBPEMEHHBIX YCIOBUSX.

Tewma 2. Teopus nHpopMalOHHON OE30MMaCHOCTH U €€ OCHOBHbBIE HampaBieHus (2 4.)

Teopernueckue Bonpockl opranu3anuy nHpopMannoHHoi 6e3onacHoctu. [1yTtn opranuzanuu
MH(}OPMaLIMOHHON 6E€30MaCHOCTH Ha IPEIIPUSITUH.

Tema 3. Buyibl BO3MOXKHBIX HapyIIeHUH HH(OpMamoHHON O6e30nacHoCTH (2 4.)

Nudopmannonnass yrpo3a. VYpoBHHM HapylleHUS HMHQOPMAIMOHHOW  O€30MacHOCTH:
anmapaTHblid, IPOrPaMMHBIH, YeJIOBEUECKUI (GakTop.

Tewma 4. [IpuunHbI BOSHUKHOBEHUS! HHPOPMAIIMOHHBIX YIPO3 U MEPHI 3alUTHI OT HUX (2 4.)

Wudopmannonnas yrpo3a. Bunel wnHpopmanvoHHbIX yrpo3. CnocoObl 3alIUThl  OT
MH(OPMALIMOHHBIX YTPO3.

Moayas 2. CoBpeMeHHbIE TEXHOJI0TMH HHPOPMAIIMOHHOM Oe3omacHocTH (10 4.)

Tema 5. Hasnauenue u 3agaum obecrieuyeHus MHGOpPMALMOHHONW O€30MacHOCTH Ha YpPOBHE
rocynapcTna (2 4.)
l'ocynapcTBenHas 3amuTa HHPOPMAIIH.
3aKOHBI, peryiupylomue odecrnedyeHne THPOPMALMOHHON 6e3011acCHOCTH Ha YPOBHE rOCy1apCTBa.
OTBETCTBEHHOCTH 3a HAPYIIEHHE 3aKOHOB.

Tema 6. [lonsiTue 0 Bugax BUpycoB. AHTUBUPYCHAs 3alllUTa KOMIbOTEPa (2 4.)

KomnerotepHsie Bupyc: onpezeneHue, npupoaa BOSHUKHOBEHHUS.

Crioco0bI nonaiaHusi BUPYCOB B KOMITBIOTEPHYIO CHCTEMY.
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Krnaccudukanus BUpycos.

CrniocoObl 3a1UThl OT BUPYCOB

Tema 7. TexHONOrUA NOCTPOCHUS 3AUTUIECHHBIX HHPOPMAIIMOHHBIX cUCTEM (2 4.)

TexHoMOTHS ONIpeieNIeHUs MTyTel OpraHUu3aliK AU Tl HH(OOPMAITMOHHOW CUCTEMBI.

OT60p mporpaMMHBIX CPEACTB JJIsi OpTraHU3aI[uH 3alTUTHI.

AyTeHTH(DUKAITAN TTOJIH30BATEIICH.

Pacnpenenenne npaB B ”HPOPMALIMOHHOM CUCTEME.

Tema 8. Kpunrorpadus kak Hayka (2 4.)

Kpunrorpadus u ee mecro B obecriedueHUN WHPOPMALMOHHON 0E30MaCHOCTU MPEATIPUATHUS.
Crnoco0Os1 mmdpoBanus AaHHbIX. [IporpaMMel 17151 InPOBKU U paciInPpPOBKU JaHHBIX.

Tema 9. IlporpaMMHBIE CpelCTBa KOMIIBIOTEpPA MO OOHAPYKEHUIO HECAHKIIMOHHPOBAHHOTO
BTOPKEHUS U 3allIUTE OT BTOpKEHUS (2 4.)

[Icuxomornveckoe BO3JCHCTBUS Ha MOJIB30BaTeNsl Kak MH(opMamoHHas yrposa. CrocoObl
Boszxeiicteus. [Icuxomornyeckoe Bosneiictere. CriocoOBl 3alUThI OT BO3IEHCTBUS.

5.3. Conep:xkanne nucuunaudbl: [IpakTuyeckue (18 u.)

Mopayas 1. OcHoBbI HH(pOpMaLIHOHHYIO Oe30acHOCTD (8 4.)

Tema 1. HWuadpopManmoHHBIE pecypchl MO HMHPOPMANMOHHON Oe3omacHocTH. I[IpaBoBbIe
BOTIPOCHI, CBSI3aHHBIE C HH(OPMAIIMOHHOH 0€301macHOCTHIO (2 4.)

OOmue Bompockl HH(popManuoHHOW Oe3zomacHocTu. MHpopMalMOHHBIE pecypchl IO
MH(POPMAIIMOHHOHN 0€301acHOCTH.

IIpaBoBoE peryiaupoBaHue B 06JacTi HHPOPMALMOHHOM G€30MaCHOCTH.

3aKOHBI O IPECTYIUIEHUAX B cpepe NHPOPMAIIMOHHBIX TEXHOIOTHH.

ABtopckoe npaBo. [1yTu gokazarenbcTBa aBTOPCTBA.

WNuTennexryanbHas coOCTBEHHOCTh. CriocoOBI 3alllUThl HHTEIIEKTYaIbHOM COOCTBEHHOCTH.
JIuueH3noHHOe IpOrpaMMHOE o0ecrieueHue.

KomMmnbroTepHoe nupaTrcTBO U 3aKOHOAATENbHAs! OTBETCTBEHHOCTD 3a HETO.

I'ocynapcrBeHHas TaiiHa. OTBETCTBEHHOCTb 3a pa3rilallleHUue rocyJapCTBEHHON TalHBI.
Cocrosnue 3akonoaarenbcTBa PO B 0061acTu coxpaHeHHs TOCYAapCTBEHHOM TaliHBI.
IIpumMepsl HapylIEeHUs TOCYAaPCTBEHHOW TaHBI.

Tema 2. IlporpaMMHblE U anmapaTHbIE CpEICTBAa, CBA3aHHBIE C Yrpo3oi obecnedeHus

nHpopManoHHoM 6e3omacHocTH (2 4.)

HecankunoHupoBaHHBIA JOCTYN K amnmapaTHbIM CpeICTBaM KOMIIbIOTEpAa U CpE/ICTBa
orpaHudeHus jaocryma. Bsmom okpanHoi 3actaBku Windows u mapons BIOS. CrnocoOsr
MIPEeIOTBPALIEHHS B3JI0Ma. B371oM onepannoHHONW CUCTEMBbI OCPEICTBOM HOCUTENEH MH(pOpMaLUu.
Cnoco6bl 3ammtel. Orpanuyenue npoctyna Kk USB-nakonutensm. Pasrpanmuenue noctyna B
JIOKQJIBbHBIX CeTAX. B3noM ydeTHbIX 3amMceld mosb3oBareneil JiokanbHOW ceTh. CrnocoOsl
IIPEIOTBPALLEHUS B3JIOMA.

Texnonorus nposeaenuss DoS- u DDoS-arak (nepenampasieHue Tpapuka, HaBsI3bIBaHHE
JUTMHHOM CETeBOM MAcCKH).

Cnioco6r1 mpenoTBpaiienuss DoS- u DDoS-arak. [laccuBHas u akTuBHas 000pOHa MpH 3aIIUTe
cepsepa OT aTak.

[TporpamMmHBbIe cpecTBa U MHGOPMAILIMOHHBIE pecypchl i oTpaxeHust DoS- u DDoS-atak.

Tema 3. KoMIuiekcHas 3aliura ceTeBOro KOMIboTepa oT HH()OPMAIIMOHHBIX yrpo3 (2 4.)
ITpoGnembl BbIOOpa 3aIIMTHOrO MporpaMMHOro obecrnedeHus. CalTel ¢ OecCIUIaTHBIM

MIPOrpaMMHBIM 00€CTIEYEHUEM T10 3aLIUTE KOMITbIOTEPA.
XaKMHT ¥ aHTUXAKUHT. XaKEePCKUE TEXHOJIOTHH.

O0630p TpOrpaMMHBIX CPEICTB JUIS 3aIIUTHl OOBEKTOB ONEPALIMOHHON CUCTEMBI.

Bpannmaysp (MexcereBoil akpaH, firewall) u ero Ha3HadeHne. TeXHOJIOTUS OTpaXKEHUs aTaK
OpannmMayspoM. Hactpoiika BctpoerHoro Opanamayspa Windows.

XapaKTepUCTUKU CHEIHAIU3UPOBaHHbBIX OpanamayspoB. Kputepuu orbopa Opanamay’poB
JUISL IPAKTUYECKOTO UCIOb30BaHUS.
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Tema 4. IIporpammHBIe CpeACTBa KOMIBbIOTEpAa MO OOHAPY)KEHUIO HECAHKIIMOHHUPOBAHHOTO
BTOP)KCHHS U 3alITUTE OT BTOPXKEHUS (2 4.)

[IpoakTHBHBIE CUCTEMBI 3aLIUTHI KOMIIBIOTEPA.

CucreMbl KOHTPOJIS LIETOCTHOCTH TaHHBIX.

Bopb6a ¢ noTeHIMaabHO ONAaCHBIMH TPOrPaMMaMHU.

Moay.nb 2. CoBpeMeHHbIe TeXHOJI0TuH HH(popManuoHHoi 6e3onacHocTu (10 4.)

Tema 5. AHTHBHpYCHBIE MPOTPAMMHBIE CPEJICTBA O(DUCHOTO U TOMAIIHEro HazHayeHust (2 4.)

BpenonocHoe mnporpammHoe oOecriedeHHMe W TYTH €ro IOoMajaHus B KOMIIbIOTEP
I10JIb30BATEI.

KommbrotepHas pexiiama Kak HHCTPYMEHT 3apa)KeHUs] KOMITbIOTepa. PyTKUTEHI.

KitaBuarypHsie LITTUOHBI (xemnorreps).
OYHKIMOHAIbHBIE BO3MOYKHOCTH aHTUBUPYCHBIX MPOTPAMMHBIX CPECTB.

OnnaifH aHTUBUPYCHI

SMS-610KepHI U METOIBI OOPHOBI C HUMH.

[Tapons Kak cpencTBO OrpaHMYEHHs JOCTyna K pecypcy. TpebGoBanusi K BbIOOpY Hapods.
XpaHUTENIH TTapOJICH.

[TporpamMMmbl BoccTaHOBIIEHUS (B3710Ma) mapoiieil. bpytdopc

Tewma 6. CounanbHasi HH)KCHEpHUS U €€ MeTOJbI (2 4.)

0O0630p METOJIOB COLMAIBHON UHIKEHEPUH.

MeTo bl M1 METOAMKH TICUXOJOTHYECKOTO BO3ACHCTBUS HA IMYHOCTh (YHUBEPCATbHBINA CEaHC
CBSI3M, COOOIIEHHME O IPOBEPKE IOYTHI, COOOLIEHHWE OT MMEHU aJMUHHCTpPATOpa, KBUTAHLUS O
J0CTaBKe, OONMYEHUE U JAp.). AHTPONOreHHBbIE MHCTPYMEHTHI 3alIUThl OT METOJOB COIMAIBHOMN
WH)KeHepun (IpUBJICUYEHHE K BOMpOcaM O€30MacHOCTH, M3yYeHHE W BHEAPEHHE HEOOXOIUMBIX
METOJIOB ¥ JICHCTBUH /715l IOBBIIICHUS 3alIUTHI MH()OPMAIIMOHHOTO 00eCTIeUeHNS).

OOpaTHas couuanbHasi UHKEHEPUS.

@apMUHT KaK MHCTPYMEHT CKPBITOTO TIEpeHANpaBlieHUs Ha TOJJACIbHbIE CaWTHI.
OUIIMHT W BUIIMHT KaK HMHCTPYMEHT TOJNy4eHHUs KOH(MUICHIMAIBLHON  HH(POPMAIIUH.
MomennuuectBo B HTEpHETE.

[IpaBuna moBeneHus moyib3oBaTeneil B cetn MuTepHeT mpu pabore ¢ mHOOPMAIMOHHBIMHU
pecypcamu.

Tema 7. IIporpaMmel mmdpoBaHus JaHHBIX. DIEKTPOHHAS BamoTa (2 4.)

udpoBanre naHHBIX W €ro Ha3HAUYECHHUE. AJTOPUTMBI U CTaHAAPTHl MUGPOBAHUS.
ApxuBupoBaHue (aiiyoB ¢ maposeM Kak HHCTPYMEHT 3allUThl OT HECAaHKIIMOHUPOBAHHOTO

JOCTyIa.

Kpuntorpadus u ee METO/bI muppoBaHus HH(pOpMaLINH.
Boccranonenne — gaHHbIX.  ['pamoTHoe — ymaneHue — MHpOpPMAalMM € KOMIbIOTEpa.
Crnenuanu3upoBaHHbIE IPOrPaMMHBIE CPEJCTBA MO yAAIECHUIO.

OnexTpoHHas HAJIMYHOCTb. 0O0630p TUTATEXKHBIX OHJIAN{H-CUCTEM.

OmnacHOCTH TIpH paboTe € ANEKTPOHHOM HATTMIHOCTHIO.

[Tpo6nembl 37eKTPOHHOH OIIIATHI.

Crnioco6sl 3apabotka B UHTEpHETE.

Tema 8. CounanbHble ceTH Kak HH(pOpMAIMOHHAsA yrpo3a (2 4.)

CommanbHass  ceTb  Kak  MHCTpPYMEHT  cbOopa  MHQOpMamuu O  Tpa)kJaHUHE.
WHunuupyemble W HE HHHULHAHMPYEMBIE IIOJIB30BATEIEM YIPO3bl B  COLMAIBHBIX  CETSX.
Mepsb! 3a1IUTHI OT UHOPMAIIMOHHBIX YTPO3 B COI[UAIBHOM CETH.

KomnbroTepHsle mporpammbsl  QuibTpanu oT HH(POpPMAIMOHHBIX yrpo3 HHTepHera.
Crnioco0s1 punpTpanus qaHHbIX. [IporpaMMbl KOHTEHTHON (UITBTpaLUK.

Tema 9. INonutrka nHGOpPMATMOHHON 0€30MACHOCTH U €€ OpraHMu3alys B JOKaIbHOM ceTh (2
q.)

Hactpoiika 6e301macHOCTH rpynInoBoi paboThl ¢ MHPOPMALMOHHBIMU PECYPCaMHU B JOKAJIbHOM
cetu. JlokanpHas moauTHKa 0e30MacHOCTU. ABTOpU3aLUs U €€ 3a/1auH.

Hacrpolika aynura ceTeBbIX peCypCoB.
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Pabora ¢ ’xypHanom 0e301acHOCTH.

3amura JJOKaJILHOM CETH OT B3JIOMa.

CHu¢¢umr.

6. IlepeyeHb Y4eOHO-METOAMYECKOI0 oO0ecHeYeHHUs] ISl CAMOCTOSITEbLHOH pPadoThI
o0y4aromuxcs Mo JMCHUILIHHE (MOY110)

6.1 Bonipochl 1 3aJaHus JJIS CAMOCTOSAITEILHOH padoThI

BocbMmoii cemectp (72 4.)

Moayasb 1. OcHoBbl HHpOPMANIMOHHYIO Oe30MacHOCTh (36 4.)

Bun CPC: *BsinonHenre MHAUBUIYATbHBIX 33 JaHUI

[ToaroroBka cuTyallMOHHBIX 3a7a4 0 HH()OPMALIMOHHON 6E30IMaCHOCTH Ha OCHOBAaHUU CTaTel
COOTBETCTBYIOIIMX 3aKOHOB M HOPMAaTUBHBIX aKTOB P®. Bo3MOXHbIE pa3/ieisl:

Pa3znen «KABTOPCKOE ITPABO»

I'KP®u. IV:

Cratpa 1255. ABTOopckue npasa

Cratps 1256. [leficTBHME HCKIIIOUMTENBHOIO MpaBa Ha MPOU3BEACHUSI HAYKH, JUTEPATypbl U
HCKyccTBa Ha Tepputopun Poccuiickoit dexneparuu

Cratps 1265. IIpaBo aBTOpCTBA U ITpaBO aBTOpPa HA UM

Cratpa 1266. [IpaBo Ha HENMPUKOCHOBEHHOCTh MPOMU3BEICHUS W 3alIUTA MPOU3BEACHUS OT
HCKaXECHUI

Crarps 1267. OxpaHa aBTOpCTBAa, UMEHU aBTOpPa U HENPUKOCHOBEHHOCTHU MPOU3BEACHUS
II0CJIE CMEPTHU aBTOpa

Cratpa 1270. UckmrounTebHOE MPaBO HA IPOU3BEICHUE

Cratpst 1274. CB0OOIHOE WCIONB30BAHUE TPOU3BEACHHUS B WH(POPMALMOHHBIX, HAYYHBIX,
y4eOHBIX MU KYJIbTYPHBIX HENSIX

Cratps 1286. JIMIIEH3HMOHHBIM JOrOBOp O MNPEJOCTAaBICHUM IpaBa HCIOJIb30BaHUS
MIPOU3BEICHUS

Crates 1286.1. OTkppITas JULEH3US HA UCIOJIb30BAaHUE IPOU3BEIECHUS HAYKH, JIUTEPATYyphl
WM UCKYCCTBA

Cratps 1290. OTBETCTBEHHOCTH 110 AOIOBOPaM, 3aKIF0Ya€MbIM aBTOPOM IIPOU3BEACHUS

Cratps 1295. CnyxebHoe npou3BeeHIE

Cratps 1296. IlpousBenenus, co3JaHHbIE IO 3aKa3y

Crates 1297. IlpousBeneHusi, co3JaHHbIEC IPH BBHIOIHEHUH pabOT MO JOTOBOPY

Cratbs 1299. Texnuueckue cpeicTBa 3allUThl aBTOPCKUX MPaB

Crartbs 1301. OTBETCTBEHHOCTH 3a HAPYLIEHUE UCKIFOUNTEIBLHOTO IIpaBa Ha MPOU3BEACHUE

Cratps 1302. Obecrnieyenre ncka 1o JiejaM 0 HapyleHUU aBTOPCKUX MpaB

YK PO:

Cratbs 146. HapyiieHne aBTOpCKUX U CMEKHBIX IIPaB

Cratbs 147. HapymeHue n3o00peTarenbCKuX U NAaTEHTHBIX MPaB

KoAIl PO®:

Cratbs 7.12. HapyieHne aBTOPCKMX M CMEXHBIX MPaB, U300peTaTeabCKUX U MaTEHTHBIX MpaB

O3 PO «O6 aBTOPCKOM MpaBe U CMEKHBIX IIPABaX»:

Cratbst 17. IlpaBo pmocTyma K MpOU3BEACHHMSIM H300pa3UTENbHOIO HCKyccTBa. IIpaBo
CJIETOBaHUS

Cratpst 26. BocmnpousBeneHue NpOM3BEAEHUS B JIMUYHBIX LENIX O3 corjacus aBTopa C
BBIIUIATOM aBTOPCKOTO BO3HATPAXKICHUS

Cratbst 39. Hcnonb3oBaHue (OHOTPaMMBI, OMYOJMKOBAaHHOH B KOMMEpPYECKHMX LENiX, 0e3
coryacus Mpou3BoUTENS (POHOTPaMMbI M UCTIOTTHUTES

Cratpst 48. HapymeHue aBTOPCKHX M CMEXHBIX MpaB. KoHTpadakTHble 3K3eMILIAPHI
MpOM3BEICHUS U (POHOTPAMMBI

Cratbs 49. I'pax1aHcKO-IIpaBOBbIE CMIOCOOBI 3aIIMTHI AaBTOPCKOTO MPaBa U CMEXXHBIX MIPaB

Paznen «<MHTEJUUIEKTY AJIBHAA COBCTBEHHOCTDb»

'K P®:
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Cratpst 1246. T'ocymapcTBEHHOE pErylupoBaHHE OTHOILEHHH B cdepe HHTEIUICKTYalbHOM
COOCTBEHHOCTH

YK P®

Crartbs 159.6. MomeHHH4YeCTBO B chepe KOMIBIOTEpHON nH(pOpMaIun

Pazzen «[IPECTYIIIEHUS B COEPE KOMITBIOTEPHON MH®OPMAILINN»

YK PO

Cratpst 272. HenpaBoMepHBIil TOCTYI K KOMIIBIOTEPHON HH(OpMaIiu

Crarbs 273. Co3naHue, UCHOJIB30BAaHUE M PACIPOCTPAHEHUE BPEAOHOCHBIX KOMIBIOTEPHBIX
IIporpaMm

Crarps 274. Hapymienue mpaBui SKCIUTyaTalluM CPEACTB XpaHEHUs, OoOpabOTKH WK
nepeaayy KOMIBIOTEPHOW HHPOPMALUU U HH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CeTeil

Pasznen «[IPECTYIIJIEHUSA ITPOTHUB I'OCY JJAPCTBEHHOM BJIACTH»

3axoH P® «O rocynapcTBeHHOU TaliHE)

Cratpa 5. [lepeueHb cBeICHU, COCTABISIONIMX TOCYIapCTBEHHYIO TalHY

Cratpss 16. B3aumuas nepenaya CBEAEHUH, COCTABISIOIIMX TOCYAAPCTBEHHYIO TailHY,
OpraHaMu roCyapCTBEHHOM BIIACTH, PEANPUATHIMH, YUPEKIACHUAMHU U OPraHU3aLUsIMU

Cratps 19. 3amuTa CBEIEHMI, COCTABISIOUIMX TOCYJAapCTBEHHYIO TailHy, IpM W3MEHEHUHU
GbyHKIME CyOBEKTOB ITPAaBOOTHOIICHUI

Crartbs 21. Jlonmyck AOTKHOCTHBIX JIMII U TPAKJIaH K TOCYJapCTBEHHON TaitHe

Cratps 21.1. OcoOblii MOpsAI0K AOMyCKa K TOCYJapCTBEHHOM TaiiHe

Crarbst 22. OcHOBaHMS IJisi OTKa3a JOJDKHOCTHOMY JIMILy WJIM TPaXJIaHWHY B JIONMYCKE K
rocyAapCTBEHHOM TaiiHe

Crates 24. OrpaHnuyeHusl IpaB AOHKHOCTHOIO JIMIA WIM TpakJaHUHA, JOMYIIECHHBIX WIN
paHee AOMYCKABIIMXCS K TOCY1apCTBEHHOMN TaliHe

Cratbs 26. OTBETCTBEHHOCTb 3a HapylleHHE 3akoHoaarenbcTBa Poccuiickoit denepanuu o
rocyapCTBEHHOU TaitHe

YK P®:

Crarbs 283. Pa3rnaiienue rocyapcTBEHHOM TaiHbI

Cratps 275. 'ocynapcTBeHHas U3MEHA

Crarbs 276. llInnonax
KoAIl PO:

Crares 7.31. HapymeHnue mnopsiaka BeOEHUST pPeEecTpa KOHTPAKTOB, 3aKIHOYEHHBIX
3aKa3yMKaMH, peecTpa KOHTPAKTOB, COJAEPIKAILLEro CBEICHMS, COCTABIISIONIME TIOCYAapCTBEHHYIO
TaliHy, peecTpa HeI0OPOCOBECTHBIX MOCTABIIUKOB (IOPATUUKOB, HCIIOTHUTENEH)

Anroput™ pa3pabOTKH 3a/1a4u:

1. BeIOpaTh ¥ U3y4UTh CTAThIO U3 HOPMAaTUBHOIO aKTa.

2. Ilpoananu3upoBaTh MaTepHualbl caliToOB, Hampumep, http://itsec.ru, Ha IpeaMeT Haka3aHUs
3a HapyleHus B chepe HHPOPMALIMOHHOM Oe30MacHOCTH.

3. Pa3paboTraTh CUTYallMOHHYIO 337jauyy U MPUBECTH €€ PELIEHUE C YKa3aHUEM HOPMAaTUBHBIX
aKTOB, Ha KOTOpBIE OCYIIECTBIISAIACH OIIOPa.

[Ipumep 3anaum:

I'paxxnanuH MIBaHOB cO31a1 aHTUBUPYCHOE IPOIPaMMHOE CPeACTBO oA HazBaHueM «EFVIvy
U 3apeructpupoBal Ha Hero cBou mpaBa. 20.09.2017 »3ToT rpakJaHUH 3aKIHOYMI JIOTOBOP C
komnaHuel «Saransk-IT» u mepenan cBOM MMYILECTBEHHBIE NpaBa Ha PaclpoOCTpPaHEHHE CBOETO
MIPOrpaMMHOTO MPOIYKTa CPOKOM Ha oAuH roA. [locne 3akmoueHust joropopa komnanus «Saransk-
IT» mepenponana juist pacrpocTpaHeHus Bepcuto mporpammbl «EFVIv»y npyroit komnanum 6e3
BEJIOMa aBTOPA.

WmeeT nmu MeCTO B JaHHOM CUTYallMy HapyLIEHUE aBTOPCKOTo NpaBa rpaxkjaHuHa lisanosa?

Pemenne.

Cornacno Crarteu 1270 I'K P®:

ABTOpY IPOU3BEIEHUS UM HHOMY IIPaBO00JIaAaTeN0 MPUHAIEKHUT UCKITIOUNTEIBHOE MTPaBoO
UCMOJb30BaTh MPOU3BEJCHUE B COOTBETCTBMM cO cTaThei 1229 macrosimero Kopekca B mo0oif
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dbopMe u JOOBIM HE MPOTHBOPEYANINM 3aKOHY CIMOCOOOM (MCKIIOYHTENHHOE TMPaBO Ha
MPOU3BEACHNE), B TOM 4YHCIE CHOCO0aMH, YyKa3aHHbBIMH B IYHKT€ 2 HAaCTOALICH CTaThU.
[TpaBooGuiagarenb MOKET pacopsKaThC UCKITIOUUTENFHBIM IIPAaBOM Ha MPOU3BEICHHE.

2. Hcnonb3oBaHMeM  MPOM3BEAEHUS  HE3aBUCUMO OT  TOTO, COBEPIIAIOTCS iU
COOTBETCTBYIOILINE JCHCTBUA B LEISIX W3BJICUCHHs NMPHOBUTH WM 0€3 TaKkoil LenH, CYMTAeTCs, B
YaCTHOCTH:

2) pacrpocTpaHeHHe TPOU3BEACHUS MTyTeM MPOAAKU WIH MHOTO OTUYXJICHHUS €r0 OpUTrHHAja
WJIH 9K3EMILISPOB;

Takum 00pa3om, B TaHHOM cllydyae UMEET MECTO HapylIeHHE aBTOPCKOIO MpaBa rpaxkJIaHuHA
NBanoga.

Bung CPC: *Pabota C 3JIEKTpOHHBIMH pecypcaMH W HMH(OPMAIMOHHBIMH CHCTEMaMU

[IpoxoxaeHue oHIalH Kypca:

"TexHosoruu W TPOIyKTHl Microsoft B obecrneuennr WHGOPMAIIMOHHONW 0€30MMacHOCTH
http://www.intuit.ru/studies/courses/600/456/info.

Moay.nb 2. CoBpeMeHHbIe TEXHOJI0THH HH(OpMAaLMOHHOM 0e3omacHocTH (36 4.)

Bun CPC: *BsinonHeHrne WHAUBUIYATbHBIX 33 JaHUI

CXEMA O®OPMIJIEHU A OITMCAHUA ITPUIJIOXKHEHU A

JJI1 OPTAHU3 AL

MH®OPMAIIMOHHOM BE3OITACHOCTU HA KOMITBIOTEPE

Oo6mue ceenenus (20 6amioB)

Hazpanue npuiioxeHus:

[IpousBoaurens:

CailT mpou3BOAUTEIIS:

Heo6xoauMocTh MHCTALIAIMH (J1a/HET)

TpeboBanus k onepalMOHHON CUCTEME U anmnapaTtHbIM pecypcam [1K:

OOHoBIIeHUE (PYYHOE/aBTOMATUIECKOE)

Tun npunoxenus (6ecraTHOE, YCIOBHO-0ECIIIATHOE, JIMLIEH3UOHHOE)

OYHKIIMOHATBHBIE BO3MOKHOCTH:

Onucanue npuinoxenus (35 6amios)

CKpHHIIOT IPUIIOKEHUS

Onucanue MyHKTOB MEHIO MPUIIOKEHHS

Hactpoiika npunoxxenus (45 6anioB)

Onucanrie HACTPONKU MPUIIOKEHUS HA paboTy

Onucanue »51anoB paboOThl € MNPUIOKEHUEM IO O0ECHeueHuI0 HH(POpMaIOH-HOM
0€30MacHOCTH Ha KOMIIBIOTEPE

Cnucok mpUIOKEeHHH JIJIs1 pAaCCMOTPEHUS

MesxceTeBble 9KpaHbI (CO BCTPOCHHBIM M 0€3 BCTPOEHHOTO aHTUBHUPYCA)

AVG Internet Security

ViPNet Personal Firewall

BitDefender Total Security

Norton Internet Security

F-Secure Internet Security

Antiy GhostBusters

eScan Internet Security Suite

Agnitum Outpost Firewall Pro

Jetico Personal Firewall

Core Force

Privatefirewall

PC Tools Firewall Plus

[TporpaMMbI MPOAKTUBHOM 3aIIUTHI U 3aIIUTHI OT IIMUOHCKUX MPOTPaMM

WinPatrol

n
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Ad-Aware

SUPERANtiSpyware

Spyware Doctor

AVZ

Windows Defender

Spybot - Search & Destroy

Spyware Terminator

HijackThis

Spy Sweeper

SpywareBlaster

CucteMbl 0OHapY)KEHUSI BTOPIKEHUS

Anti-keylogger

Protector Plus

MoxHo BBIGpaTB CBOM IIPOTrpaMMHBIC CPEACTBA, HC YKAa3aHHBIC BBIIIC.
Bung CPC: *PaGorta c 3JIEKTpOHHBIMH pecypcaMH U HH(GOPMAIMOHHBIMH CHCTEMaMH

[IpoxoxkaeHue oHIalH Kypca:
"OcHoBbl ~ uwH(poOpManMoHHOW  Oe3omacHocTH  Npu  paboTre  Ha  KoMIbroTepe"
http://www.intuit.ru/studies/courses/680/536/info

7. TeMaTHKa KypcOBBIX pa0OT(IIPOECKTOB)

KypcoBblie paboThI (ITPOEKTHI) MO AUCHHUILTMHE HE MPEyCMOTPEHBI.
8. ®oH[ 011€eHOYHBIX CPEACTB /AJsl IPOMEKYTOUYHOM aTTecTAluN
8.1. Komnerenunu u 3tansl popMupoBaHus

Koapl komnerenuumi Otansl GOpMHUPOBAHUS
Kypc, dopma Monynu ( pa3zenbl) IUCHUIUIAHBI
CEMECTP | KOHTPOJIS
OIIK-2 4 xypc, 3auer Monyis 1:
OcHOBBI HHPOPMAITMOHHYIO OE€301TaCHOCTD.
BoceMmoii
cemMecTp

OIIK-1 OIIK-5 4 xypc, 3auer Monyib 2:

CoBpeMeHHbIE TEXHOJIOTUU UH(POPMAITMOHHON
Bocbmoit 0€30MaCHOCTH.

cemMecTp

Ceenenus 00 MHBIX JUCHUILUIMHAX, YYaCTBYIOIIMX B (POPMUPOBAHUH JAHHBIX KOMIETEHIUI:

Komnerenuus OIIK-1 ¢popmupyercst B mporecce U3y4eHus! IUCHUIUINH:

Nudpopmatuka ¥ MHPOPMALMOHHBIE TEXHOJIOIMH B MPOPECCHOHATBHON NesATEIbHOCTH,
Hayuno-uccnenoBarenbckass ~ pabora,  OcHOBbl ~ MH(pOpMalUMOHHOM  Oe30macHOCTH B
npodecCUOHATBLHON JiessTeNbHOCTH, [IpakTuka Mo MOoJyuyeHHIO MEePBUYHBIX MPOPECCHOHATBHBIX
YMEHHM U HaBBIKOB, B TOM 4YHCJI€ MEPBUYHBIX YMEHMH U HaBBIKOB HAY4YHO-HCCIIEIOBATEIbCKON
nesTenbHOCTH, [IpakTuka 1o nonydeHuto npodeccuoHanbHbIX YMEHUH U ONbITa PO ecCHOHATbHOM
JESTENbHOCTH.

Komnerennus OITK-2 hopmupyercst B mpoliecce U3y4eHUs TUCIHUITIINH:

bezonacHocts  ku3HeneaTenbHOCTH, OCHOBBI  HMH(GOPMAIMOHHOM  0€30MacHOCTH B
npodeccuoHanbHOM AesTenbHOCTH, [IpaBoBbIe OCHOBBI AESITENBLHOCTH MepeBoaunKa, [IpakTuka mo
MOJTYYEHUIO TEPBUUHBIX MPO(PECCHOHATBHBIX YMEHUH U HABBIKOB, B TOM YHCJI€ MEPBUYHBIX YMEHHH
U  HaBbIKOB  HAy4YHO-HUCCJIENOBATENIbCKOW  JAesTenbHOCTH, llpakThka 1O  MOJY4YEHHIO
npoeCCHOHATBHBIX YMEHUH U OTBITa TPOPECCUOHATIBHOM 1S TeTbHOCTH.

Komnerenuus OIIK-5 ¢popmupyercs B mporecce U3y4eHus TUCHUTUINH:

Nudopmatuka ¥ MHPOPMALMOHHBIE TEXHOJIOTMH B MPOPECCHOHATBLHON NEeSATEIbHOCTH,
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Hayuno-uccnenoBarenbckass ~ pabora,  OcHOBbl  HH(GOpPMAIMOHHOH  O€30MaCHOCTH B
npodecCUOHATBHON JiesTenbHOCTH, [IpakTuka MO MONyYeHHIO MEPBUUYHBIX MPO(ECCHOHAIBHBIX
YMEHMM U HaBBIKOB, B TOM YHCJI€ IEPBUYHBIX YMEHHI M HABBIKOB HAY4YHO-HCCIIEI0BATEIbCKON
AesTenbHOCTH, [IpakTuka 1o nomy4eHuro npodeccuoHanbHbIX YMEHHUH U OIbITa MPO(ECCHOHANBHOM
nesaTenbHoCTH, [IpakTuueckuil Kype nepeBoja BTOPOro MHOCTPAHHOIO sA3bIKa, IIpakTuueckuii Kypc
IepeBoJa IEPBOr0 MHOCTPAHHOrO s3blka, [IpenmuruiomHas mpaktuka, Teopus MeEXKyJIbTypHOU
KOMMYHMKAIUH.

8.2. [loka3aTeiu 1 KPpUTEPUHN OLIEHUBAHHMSI KOMIIETEHIM A, IKAJbI OLleHUBAHMS

B pamkax wu3y4aeMOoN JUCUMIUIMHBI CTYJEHT JE€MOHCTPUPYET YpPOBHM OBJaJCHUs
KOMITIETEHIUSMMU:

[1oBbIIIEHHBIN YPOBEHB:

3HA€T M TIOHMMAET TEOPETHYECKOE COACPKAHME JHUCLUIUIMHBI, TBOPUYECKH MCIIONb3YET
pecypchl (TEXHOJOTHH, CPEICTBA) JUIsl pelieHuss MpodeCCHOHATBHBIX 3a/1ad; BIAJCET HABBIKAMHU
pEILIeHNs IPAKTUYECKUX 3aady.

ba30BbIi1 ypOBEHbB:

3HAaeT U MOHMMAET TEOPETHUYECKOE COAEp)KaHUE; B JOCTAaTOYHOH cTeneHu chOopMUpPOBaHBI
YMEHHUSI TPUMEHATh Ha TMpaKTHKe W MEPEeHOCUTh W3 OJHOM HAy4HOH o00JacTh B JAPYTyIO
TEOPETUYECKHE 3HAHMs; YMEHUS M HaBbIKM JEMOHCTPUPYIOTCS B YYeOHOH M NPaKTHYECKOU
JESATENbHOCTH; WMEET HAaBBIKA OLEHUBAaHHUA COOCTBEHHBIX JIOCTHIKCHUH; YMEET ONpPEeAesaTh
po0JIeMbl ¥ TOTPEOHOCTH B KOHKPETHOH 001acTi Mpo(ecCHOHANbHOM AesTeIbHOCTH.

IToporoselii ypoBEHb:

IIOHMMAET TEOPETHYECKOEe COJepKaHHe; MMeeT NpeACTaBiIeHHe o Mpobiemax, Mpoleccax,
SBJIGHUSX; 3HAKOM C TEPMHUHOJIOTHEH, CYIIHOCTbIO, XapaKTEPUCTUKaMH H3Y4YaeMbIX SIBICHUM;
JEMOHCTPUPYET IPAaKTUYECKUE YMEHHs IIPUMEHEHMsI 3HAHUM B KOHKPETHBIX CHUTYyalUsaX
pohecCHOHATLHOM IS TEIILHOCTH.

YPOBEHb HUXE MOPOrOBOTO:

UMEIOTCS Mpo0esbl B 3HAHUSX OCHOBHOI'O Y4Y€OHO-IIPOrPaMMHOIO MaTepuana, CTYIEHT
JOIyCKaeT NPUHIHUIHAIbHbIE OIIUOKU B BBINOJIHEHUH MPEAYCMOTPEHHBIX IPOrpaMMON 3aJJaHui, He
CIOCOOCH MPOAOIDKUTh OOyYEHHE WJIM TPUCTYNHTh K TPO(PECCHOHATBHON IESTeIBbHOCTH IO
OKOHYAaHUU By3a 0€3 [ONOJHUTEIbHBIX 3aHATHUH IO COOTBETCTBYIOILEH JUCLUILIMHE.

YposeHb IIIxana oueHUBaHUSA 1)1 IPOMEKYTOUHOU [ITkana oueHnBaHUs
c(hOpMUPOBAHHOCTH aTTeCTaluu no bPC
KOMIIETEHIINH OK3aMeH 3auer
(mud depeHpoBaHHBIH
3a4er)
[ToBbITIEHHBIN S (OTJIMYHO) 3a4TEHO 90 — 100%
bazoBerii 4 (xopoo) 3a4YTEHO 76 — 89%
[ToporoBerii 3 (YAOBIETBOPUTEIBHO) 3a4YTEHO 60 — 75%
Huxe noporosoro 2 (HeyJIOBIETBOPUTENIBHO) [HE3aYTEHO Huxe 60%

Kpurepun onieHKr 3HaHUI CTYJEHTOB IO TUCHHIIIINHE

Onenka ITokazarenu
3a4TeHo Brianeeer HaBbIKaMK OpraHu3aniu HHPOPMAIMOHHOM 0€30MacHOCTH Ha
KOMITbIOTEpE
Hesaureno He BianeeeT HaBbIKaMH OpraHU3aluy HHGOPMAITMOHHOHN 06€30MacHOCTH Ha
KOMITHIOTEPE

8.3. Bonipocsl, 3a1aHUs TEKYLIEro KOHTPOJIS

Monyns 1: OcHOBBI HHPOPMALMOHHYIO 0€30MaCHOCTh

OIIK-2 ciocoOHOCTH cO0MI0AaTh B PO(ECCHOHATBHON 1eATEIbHOCTH TPeOOBaHMSI IIPABOBBIX
aKTOB B 00JlacTM HMH(OPMAIIMOHHOW OE€30MaCHOCTH, 3aIlUThl T'OCYJAapCTBEHHON TalHBI M HMHOU
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nH(pOpMAIUK OTPaHUYEHHOTO JI0CTYIa, 00ECTIeYHBATh COONIOICHIE PeKUMA CEKPETHOCTH

1. Packpoiite cyTh HOpMAaTHBHO-TIPABOBOTO acTeKTa 3amuThl HHopmarmu. OXxapakTepu3ynTe
CTPYKTYpY 3aKoHOaTenbcTBa Poccun B 06s1acTy 3auTsl HHPOPMAITUH.

2. JlaiiTe onpeneneHue rocy1apcTBeHHon TariHe. [lepeuncinure OCHOBHBIE CTaThU B 3aKOHE O
roCyZapCTBEHHOM TalHe.

3. JlaiiTe onpezeeHue MOHATHAM «aBTOPCKOE IIPaBO» U «KOMMeEpUYECKas TalHa». Y KAKUTE UX
OTIMYUTENbHBIE 0coOeHHOCTH. Oxapakrepu3yiTe CcHnocoObl 3alIUThl aBTOPCKUX TMPaB H
KOMMEPYECKOU TailHBI.

4. TIlepeuncnute BuIbl KOH(pUAECHUUATbHOW uHpopMmanuu. [lpuBeaure mnpHUMEpHI
KOH(HIEHIIMATbHON UH(OPMAIIMK U YKaXKHUTE CIIOCOOBI €€ 3aIUTHI.

5. Tlepeuncnante HOPMATHBHO-TIPABOBBIE JTOKYMEHTHI, OPHEHTUPOBAHHBIE Ha oOOecreuecHHe
nHpopMallMOHHON Oe3omacHocTH. OxapakTepu3yWTe HapyLIeHUs, NpPEACTaBIEHHbIE B 3TUX
JOKYMEHTaX U Mepy HaKa3aHusl.

Mopyns 2: CoBpeMeHHBIE TEXHOJIOTHH HH(HOPMAITMOHHONW 0€301aCHOCTH

OIIK-1  cnocobHocTh  paboTaTh €  pasNUYHBIMA ~ HMCTOYHHKAMHM  MH()OpMALUH,
MHGOPMALIMOHHBIMHU PECYypCaMU U TEXHOJIOTMSMH, OCYILECTBIIATh MOMCK, XpaHEHHE, 00paboTKy U
aHanu3 WHGOpPMAMK W3 PaA3HBIX MCTOYHHMKOB W 0a3 JaHHBIX, NPEACTaBIATH €€ B TpedyemMoM
¢dopmare ¢ UCIOJIB30BaHUEM MH(POPMALMOHHBIX, KOMIBIOTEPHBIX U CETEBBIX TEXHOJIOIMMH, BIAJETh
CTaHJIAPTHBIMU METOJAMU KOMIBIOTEPHOI'0 HAabOpa TEKCTa U €ro peAakTUPOBAaHUS Ha PYCCKOM U
MHOCTPAHHOM SI3bIKE

1. PackpoiiTe mNOHATHE «KOMIIBIOTEPHBIM BHUpyc». Ilepeuncnure BHUIBI KOMIBIOTEPHBIX
BUpycoB. IlpuBeaure mnpuMepsl, OMUIINTE CHOCOOBI WX IPOHUKHOBEHUS U OCOOEHHOCTH
pa3pyLIUTENbHBIX JEHCTBUH.

2. Ilepeuncnaure cnocoObl NPOHUKHOBEHUS KOMIIBIOTEPHBIX BHUPYCOB Ha KOMIIBIOTEP.
[IpuBeauTe npuMepsl, ONMUIIUTE OCOOEHHOCTU UX Pa3pyLIMTEIbHBIX AEHCTBUM.

3. PackpoiiTe CyThb TEXHOJIOTMS aHTHMBHPYCHOHM 3alllUThI CETEBOro KoMmmbrorepa. IIpusenure
MIPUMEPHI AHTUBUPYCHBIX MPUIOKEHUH U YKOKUTE 0COOCHHOCTH UX (DYHKIIMOHATIA.

4. OxapakTepu3syiiTe BpeIOHOCHbIE POrpaMMbl U uX BUbL. [lepeuncianre criocoObl GOpHOLI C
HUMU.

5. OxapakTepusyiTe  NporpaMMHBbIE CpEeACTBa OrpaHMueHus nocryna B HHTepHer,
¢unbTpanuu wHGOPMAIMOHHBIX pecypcoB. Ha mpumepe OTHOTO NPUIOKEHHUS PACKPOUTE €ro
(GyHKLIMOHATIBHBIE BO3MOXKHOCTHU 10 OFpaHUYEHUIO 1ocTyna B IHTepHeT.

OIIK-5 cnocoOHOCTP  CaMOCTOATEIBHO  OCYIIECTBISATh  IMOUCK  Hpo¢eCcCHOHATbHOU
MH(OpMAaILUY B MIEYATHBIX U AJIEKTPOHHBIX HCTOYHMKAX, BKJIIOYAs! SJIEKTPOHHBIE 0a3bl TaHHBIX

1. VYxkaxure Buapl MomieHHHYecTBa B cetu Muatepner. Ilepeuncnure cnocoOsI
nporuBoaelcTBus MHTepHEeT-MomeHHUKaM. OXapakTepu3yWTe IOBEJEHUE NPU BO3HUKHOBEHUU
yrpo3sl UHTEpHET-MOILIEHHUKOB.

2. PackpoiiTe cyTb 371eKTpoHHOW LMpoBoi moamucu. OxapakTepusyilTe NPaBOBOM U
TexHHuueckuil acnekThl. ChopMynupyiTe peKOMEHJAUUH i1 HCHOIb30BAaHUS 3JIEKTPOHHOU
1 (poBOM TOMUCH.

3. ChopmynupyiiTe pekoMeHAAMU [jsi oOecrieueHus: 0e30MacHOCTH B MPHUIIOKEHUIX MS
Word u MS Excel. Onumute ciocoOsl 3amutel nHpopmanuu B b/l Ha npumepe MS Access.

4. Packpoiite cyTb uaeHTUUKALUS W ayTeHTHU(PHUKALUsS IOpU BXOAE B HH(DOPMALMOHHYIO
cucremy. ChopmynupyiTe peKOMEHIAIUH MO KCIIOJIb30BaHUIO MAPOJIBHBIX CXEM B KOMITbIOTEPHBIX
CeTsIX. YKaXHUTe HEJJOCTATKU MapOJIbHBIX CXEM.

5. Packpoiite TexHOJOTHIO (DYHKIMOHUpOBaHMA OpaHaMayspoB. OOBSCHUTE HACTPOHKY
OpaHaMay’pa Ha IpUMepe KOHKPETHOTO MPUIIOKEHHUS.

8.4. Bonipochl MpoMesKyTOCHOI aTTecTALMU

Bocbmoii cemectp (3auer, OIIK-1, OIIK-2, OIIK-5)

1. PackpoiiTe pa3iauuHble TMOAXOAbl K ONpEACNEHUIO TMOHATUS «MHPOpPMAIMOHHAS
6e3onmacHocThy. [IpuBecTH mpuMepbl HapylIeHUsS MHPOPMALMOHHONW 0e30MacHOCTH B OBITY M Ha
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MPENNPUATHH.

2. O6ocHyiiTe 3TaMnbl pa3BUTHSI HHHOPMAITMOHHONW O€30MTaCHOCTH.

3. PackpoiiTe moHsATHE «3aIIuMTa MHPOPMALUU» U OOOCHYHTE OCHOBHBIE ACHEKTHI 3aIUTHI
nHpopMaIuu.

4. O6ocHyiTe OCHOBHBIC 3314 CUCTEMbI HH()OPMAIIMOHHON 0€30aCHOCTH.

5. OxapakTepu3syiTe IporpaMMHbIE CPEACTBa OpraHu3aluy HH(HOPMALIMOHHON 0€3011aCHOCTH
npu pabore Ha KommbloTepe. Ha mpumepe 0HOTO MPUIIOKEHUST PACKPOWTE ero (pyHKIMOHAIbHbIC
BO3MO’KHOCTH 10 3aliUTe HHPOPMALIUU.

6. OxapakTepu3yiTe NporpaMMHBIE CPEICTBA OpraHu3aluy HH(HOPMAIIMOHHON 0e30MacCHOCTH
B KOMIbIOTEpHOM ceru. Ha mpumepe OAHOro NpHIIOKEHHUS pacKpoiiTe ero (QpyHKIMOHaIbHbIE
BO3MOKHOCTH 10 3a1UTe HHPOPMAIIUH.

7. OxapakTepu3yiTe anmapaTHblE CpPeICTBa OpraHu3alMd MHPOPMALMOHHOM O€3011aCHOCTH
npu pabore Ha KomnbioTepe. [IpuBeanTe mpuMepsl annapaTHBIX CPEACTB 3aUTH HH()OPMAIUH.

8. VYkaxuTe OCHOBHBIC HAIpaBICHUS OpraHU3alud HH(QOPMAILMOHHONH O€30MacHOCTH.
CdhopmynupyiiTe peKOMEHIAMU AJsl OpraHu3aluu UH(OPMAIIMOHHON 0€30mMacHOCTH MpH padoTte
Ha [IK py1g coTpyaAHUKOB 00pa30BaTENbHOIO YUPEXKICHHS.

9. PackpoiiTe moHsTHe «cereBble araku». lIpuBenuTe mpUMephbl CETEBBIX aTakK. Y KaKHUTE
CIOCOOBl HECAaHKLMOHUPOBAHHOI'O IMPOHUKHOBEHMsI Ha CETEBOW KOMIIBIOTED U OXapaKTepHU3yHTe
IIyTHU IPOTUBOAECUCTBUSI UM.

10. PackpoiiTe noHsatue «MH(OpMAIMOHHAs Yrpo3a» € MO3MLUHU MpoOsieMbl oOecredeHus
nHbopManMoHHON Oe3onmacHocTH. OxapakrepusyiiTe Buabl yrpos. [IpuBennTte npumepsl yrpos
Pa3IMYHBIX BUJOB.

11. Packpoiite cyTb  HOPMAaTHBHO-TIPABOBOTO  AaCMEKTa  3alIUTHl  WH(OPMAIUH.
Oxapakrepu3yiTe CTpyKTypy 3aKoHOJaTenbcTBa Poccuu B 0061aCTH 3aUThI HH(OPMALIHH.

12. JlaiiTe onpezesieHne rocy1apcTBEeHHOM TaiiHe. [lepeuncianTe OCHOBHBIE CTAaThbU B 3aKOHE O
roCylapCTBEHHOH TalHe.

13. JlaiiTe omnpenenaeHue MOHATHAM «aBTOPCKOE IPAaBO» U «KOMMeEpYEcKas TailHa». YKaxKute
UX OTJIMYUTEIbHBIE OCOOEHHOCTH. OXapakTepusyWTe CcIocoObl 3alIUThl AaBTOPCKUX IIPaB U
KOMMEPYECKOU TAHBI.

14. Ilepeuucnute Buabl KoH(uAeHUManbHOM wuH(opmanuu. [IpuBenute mnpuMeps
KOH(HISHIINATHHON HH()OPMAITUH U YKAKUTE CIIOCOOBI €€ 3aITUTHI.

15. Ilepeuucnute HOPMATUBHO-IIPABOBbIE JOKYMEHTbI, OPUEHTHPOBAHHBIE Ha OOecreueHue
nH(popMalMoOHHON Oe3omacHOCTH. OxapaKTepusyiiTe HapylleHUs, NPEACTaBIEHHbIE B ATHX
JOKYMEHTaxX U MEpY HaKa3aHUsl.

16. OxapakTepusyiTe OpraHu3almoOHHbIe MepbI 3amuThl HHPopMaluu. OOOCHYIHTE OCHOBHbBIE
OpraHU3aIIOHHBIE MEPOIIPUATHS UHPOPMALIMOHHONW OE30MaCHOCTH.

17. OxapakTepusyiTe TEXHOJOTUYECKHE Mephl HH(POpMAIIMOHHOM O6e3onmacHocTH. OOOCHYIHTE
KJIaCCU(UKALIMIO CPEACTB TEXHOJIOTHUECKOM 3alUThI HH(OPMAIIHH.

18. OxapaktepusyiTe anmnapaTHble CPeACTBA 3aIIUTHl HHGOPMAIINH, YKAKUTE OCHOBAHUS JIJIst
ux knaccudukanuu. [IpuBenure npuMepsl annapaTHBIX CPEACTB 3aLUTHI HH)OPMAIIH.

19. Onumure cyTh nporpaMMHOMN 3amuThl HUHGOpMaruu. [lepeunciute OCHOBHBIE CpEICTBA
IpOrpaMMHOM 3amuThl HWH(pOpMalMK, O00OCHYHTe ux Kiaccupukauuio. Ha mnpumepe omHoro
MIPUJIOXKEHHUS pacKpoiTe ero (pyHKIMOHAIbHBIE BO3MOXHOCTH IO 3alIUTe UH(OpMaILIUH.

20. Ilepeuncnure aHTUBUPYCHBIE IpOrpamMMHbIE cpeacTtBa. Ha npuMepe KOHKpPETHOro
MIPUIIOKEHUS MIPOJIEMOHCTPUPYHTE HaCTPONKY 0€30MMacHOCTH.

21. PackpoiiTe NOHATHE «KOMIBIOTEPHBIN BUpYC». llepeuncinuTe BUIBI KOMIIBIOTEPHBIX
BUpycoB. llpuBenuTe mnpuMepsl, OMUIIUTE CIOCOOBI WX TMPOHUKHOBEHHS U OCOOEHHOCTU
pa3pyLIUTEIbHBIX NEUCTBUM.

22. Ilepeuucnure crnocoObl MPOHUKHOBEHUS KOMIIBIOTEPHBIX BHPYCOB Ha KOMIIBIOTED.
[TpuBenuTe MpUMEPHI, ONUIINTE OCOOEHHOCTH UX Pa3pyIIUTEIbHBIX IEHCTBUI.

23. PackpoiiTe CyTh TEXHOJOTHs aHTUBUPYCHOM 3aIllUTHI CETEBOro KoMmmeroTepa. [IpuBennre
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MPUMEPBI AHTUBUPYCHBIX TIPUIIOKEHUHN U YKaXKUTE 0COOCHHOCTH UX (PYHKIIMOHAIIA.

24. OxapakTepu3yiTe BpeIOHOCHBIE MMPOTrpaMMbl U UX BUIBI. [lepednciute criocoOsl 60pHOBI
C HUMH.

25. Oxapaktepu3yiiTe = NpPOrpaMMHBIE CpEICTBa OrpaHHYECHUsi JocTyna B HHTepHer,
¢mbTpanuu MHGOPMAIMOHHBIX pecypcoB. Ha mpumepe OJHOTO NPUIIOKEHUS PACKPOHTE €ro
(GyHKIIMOHATIbHBIE BOBMOXKHOCTH 110 OTPaHUYEHUIO A0CcTyma B IHTepHeT.

26. VYxkaxure BuUIbl MoIIeHHHYecTBa B cetn MurepHer. Ilepeunciure crnocoObl
npotuBozelictBus MHTepHeT-MomeHHuKaM. OxapakTepu3yiTe TMOBEJEHUE NMPU BO3HUKHOBEHUU
yrpo3sl MHTEpHET-MOILLIEHHUKOB.

27. PackpoiiTe 1ienu 1 3a1a4 kpuntorpaduu Kak HaydHou obsactu. Ilepedncinure oCHOBHbBIE
HaNpaBJICHUS UCIIOJIb30BaHUS KPUNTOrPahUIECKUX METOIOB.

28. OxapakTepu3ylTe  COBpPEMEHHbIE KpUNTOCUCTEMBI. lIpomemMoHCTpupyiiTe Moaenu
CUMMETPUYHBIX U aCUMMETPUYHBIX KpUnitocucteM. [IpuBeanre npumepsl.

29. OxapaktepuszyidTe METOJbl KpUNTOrpaduueckoro 3akpbiTHs HHpopmaruu. Onumure
CYTb CTOMKOCTH METOJa U TPYAOEMKOCTH METO/a.

30. OxapakTepu3yiTe COBPEMEHHBIE CIIOCOOBI MU(POBAHMS TaHHBIX.

31. Oxapakrepusyiite MporpaMMHBIe  cpeicTBa ImmdpoBaHUS JaHHBIX. Packpoiite
TEXHOJIOTHIO MH(POBaHUS HA IPUMEPE KOHKPETHOTO MPUIIOKEHUSI.

32. PackpoiiTe 0COOEHHOCTh MAapOIBHON 3alIUTHl WHPOpPMAIMH. YKaXKUTE JOCTOMHCTBA U
HEJOCTaTKU MapoJbHONM 3amuThl UHGOopManuu. Ha3oBute mpumepsl MPOrpaMMHBIX CPEACTB IS
CO3JjaHUs U XPAHEHHUs ITAPOJICH.

33. Packpoiite cyTh smekTpoHHON nudpoBor mommucu. OxapakTepusyWTe MpaBOBOM U
TeXHW4YeCKuid acnekTel. ChopMmynupyiite peKOMEHIAIMHM ISl HWCIONBb30BAHUS AJIEKTPOHHOU
u(poBOK TOIMUCH.

34. ChopmynupyiiTe peKOMEHIAIMU Il o0ecrieueHrss 0e30MacHOCTH B MPUIIOKEHUSIX MS
Word u MS Excel. Onumute ciocoOsl 3amutsl uadopmanuu B bJ] Ha mpumepe MS Access.

35. Packpoiite cyTh MACHTUGUKAIMS W ayTEHTH(UKAIMS IpU BXOJe B MHPOPMALMOHHYIO
cucremy. ChopmynupyiTe peKOMEHIAlUU 10 HCIOIb30BAHHUIO MAPOJIBHBIX CXEM B KOMIIBIOTEPHBIX
CeTsIX. YKaXUTe HEJJOCTaTKU apOJIbHBIX CXEM.

36. Packpoiite TexHONOrHi0 (GYHKIMOHUPOBAaHUA OpaHaMayspoB. OOBSICHUTE HACTPOUKY
OpannMayspa Ha MpUMepe KOHKPETHOTO MPHIIOKEHHUS.

8.5. MeTtoauyeckue MaTepHalibl, OINpedeisiiOlNIie NPOUeAYPhl OLEHHWBAHUS 3HAHWN,
YMeHHii, HABBIKOB M (MJIM) ONBITA AeATEJbHOCTH, XapaKTepU3YIOIMX 3Tanbl GopMHUPOBAHUSA
KOMIIeTeHI Ui

3aueT MO3BOJIAET OLEHUTh CPOPMUPOBAHHOCTh KOMIIETEHIIUMH, TEOPETUUECKYIO MOJATOTOBKY
CTY/IeHTa, €ro CHOCOOHOCTb K TBOPYECKOMY MBIIUIEHUIO, TOTOBHOCTh K TPAKTHYECKOH
NESITEIbHOCTH, MPUOOPETEHHBIE HABBIKM CAMOCTOSATEIbHOW pabOThl, yYMEHHE CHUHTE3UpOBATh
MOJIyYEHHBIEC 3HAHUS U IPUMEHSATh UX MPU PEUICHUU IPAKTUYECKUX 3a/a4.

[Tpu OaymIbHO-PEHTHHIOBOM KOHTPOJIE 3HAHMM MTOTrOBas OLIEHKA BBICTABIIAETCS C Y4ETOM
HaOpaHHOI cyMMBbI GaJlIOB.

CobecenoBanue (yCTHBII OTBET) Ha 3a4eTe

Jns oneHkH c(hHOPMUPOBAHHOCTH KOMIIETEHIIMM TOCPEACTBOM coleceloBaHUs (YCTHOTO
OTBETA) CTYJEHTY MPEJBAPUTEIBHO MpeIaraeTcsi epeuyeHb BOIPOCOB MM KOMILJIEKCHBIX 3a/1aHUH,
IpearnoiaralolliuX yMEHHEe OpUEHTHPOBAThCS B MpoliieMe, 3HaHME TEOPETUYECKOro Marepuana,
YMEHHMSI IPUMEHSATh €r0 B MPAKTUYECKOW NMPOoPecCHOHAIBHON AESITEIbHOCTH, BiIa/IeHUE HaBbIKaMHU 1
MIpUEMaMU BBITTOJIHEHUS IPAKTUYECKUX 3aJaHUH.

[Tpu onieHKe AOCTHKEHUHN CTYJEHTOB HE00X0IMMO 0OpaIiaTh 0co00e BHUMaHUE Ha:

— YCBOEHHE NPOrpaMMHOI0 MaTepUaa;

— YMEHUE u3jaraTh IporpaMMHBINA MaTepral HAyYHbIM S3bIKOM

— YMEHUE CBA3BIBATh TEOPHIO C IPAKTUKOM;

— YMEHHUE OTBeYaTh Ha BUJIOM3MEHEHHOE 3aJJaHHeE;

— BIJIaJICHHE HABBIKAMU MMOMCKA, CHCTEMAaTU3allUd HEOOXOAUMBIX UCTOUYHUKOB JTUTEPATYPHI IO
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n3ydaeMoi npooieme;

— yMeHHe 000CHOBBIBATh MPUHSTHIC PEIICHHUS;

— BJIAICHUC HABbIKAMU U IPUCMaMU BBITIOJIHCHUSA TPAKTUICCKUX 3aI[aHPIﬁ;

— YMEHHE TIOJKPEIISATh OTBET MILTFOCTPATHBHBIM MaTCPHAIIOM.

Tectol

[Ipu ompeneneHuu YpOBHS IOCTHKCHHUH CTYIEHTOB C IIOMOIIBIO TECTOBOTO KOHTPOJIS
Heo0x0IMMO 0OpamaTk 0co00e BHUMaHUE Ha CIIeAyIOoNIee:

— OIICHUBAETCS MOJIHOCTHIO IPABUIIBHBIA OTBET;

— [pero/jaBaTelieM JI0JDKHA ObITh OIpe/ielicHa MaKCUMaJlbHas OI[CHKA 32 TECT, BKIIFOYAIOLIHIA

OIIpEJICIEHHOE KOJIMYECTBO BOTIPOCOB;

— MIPEToJaBaTeNIEeM MOXET OBbITh OIpeieieHa MaKCUMAaIbHAs OIICHKA 3 OJIMH BOIIPOC TECTA;

— 10 BOMpOCaM, MPEIyCMaTPUBAIONIMM MHOXECTBEHHBIH BBIOOD TPaBUIBHBIX OTBETOB,
OLICHKA OTIPEEIISICTCS] HCXO/I M3 MAaKCUMAaJIbHOM OLIEHKH 33 OJIMH BOIIPOC TECTa.

KontekctHas ydyeOHasi 3ajmada, mpoOJeMHAasi CUTyalusi, CHTyallMOHHAas 3ajiava, KelcoBOe
3a7aHue

[Ipu ompeneneHnn ypoBHSI TOCTHIKCHUH CTYIEHTOB TPU PEHICHUH YYECOHBIX NMPAKTUYCCKHUX
3aJ1a4 He0OX0IMMO 00paIaTh 0c000€ BHUMaHUE Ha CIEAYIOIIEe:

— CIIOCOOHOCTH OMpENeNATh M TNPHUHUMATh [ENW Y4YeOHOW 3aJadyu, CaMOCTOSITEILHO U
TBOPYCCKU INIAHUPOBATH €€ PCIICHUC KaK B THHHHHOﬁ, TaK U B HeCTaHI[apTHOfI CUTyalluH,

— CHCTEeMAaTU3UPOBaHHbIE, ITyOOKUE U TIOJHBIC 3HAHUS 110 BCEM pa3jieiiaM porpaMMel;

— TOYHOC HCIIOJIB30BaHUC Haquoﬁ TCPMHUHOJIOTUH, CTUIIMCTUYCCKU I'PAaMOTHOC, JIOTHUYCCKU
MPAaBUIHLHOE M3JI0OKEHUE OTBETA HA BOTIPOCHI U 3aJ1aHUS;

— BIIAJICHUC WHCTPYMEHTapueM Yy4eOHOH IUCHUIUIMHBI, yMeHHE ero 3()QeKTUBHO
UCIIOJIB30BATh B IIOCTAHOBKE M PELICHUN YYCOHBIX 3a]1a4;

— I'PaMOTHO€ HMCIIOJIb30BaHUE OCHOBHOM U JIOIIOJIHUTEIBHOM JIUTEPATYPHI;

— YMEHHE WCIOJb30BaTh COBPEMEHHBbIC HH()OPMAIIMOHHBIC TEXHOJOTUU JUIS PELICHUS
yqe6HI>IX 3aaa4, UCIIOJIb30BATh HAYUYHBIC JOCTHXXCHUA APYTUX AUCIUILINH,

— TBOpYECKas CaMOCTOSITEeJbHAsE paboTa Ha MPAKTHYECKHX, JIAOOPATOPHBIX 3aHATHUSIX,
aKTUBHOE y4acTHE B TPYMIIOBBIX 00CYK/IEHUSAX, BBICOKUN YPOBEHb KYJIbTYPbl HCIIOJHEHUS 3aJaHUI.

9. [lepeyeHb OCHOBHOM M 10NOJTHUTEIbHOH Y4eOHOH JTUTEPATYPHI

OcHoBHas1 JInTepaTypa

1. Apremos, A. B. Undopmarmonnas 6e30macHOCTb [DNEKTPOHHBIN pecypc] : Kypce JeKIuit /
A. B. ApremoB ; MexperuonansHas Axkanemus Oe3omacHocTd U BeDKuBaHUs. — Open : MABUB,
2014. — 257 c. — Pexum poctyma : http://biblioclub.ru/index.php?page=book&id=428605
2. 3arunaitnos, FO. H. Teopuss uHpopMannoHHON O€30MACHOCTH W METOJOJIOTHS 3aIlUThI
uHbopManuu [IaeKTpoHHBIH pecype] : yueOHoe nocobue / FO. H. 3arunaiinos. — M. ; bepaun :
Hupexr-Menua, 2015. — 253 c. — Pexum JIOCTyTIa
http://biblioclub.ru/index.php?page=book&id=276557

3. Hectepos, C. A. OcHoBbl HHGOPMAIIMOHHONW O€30MaCHOCTH [DJIEKTPOHHBIN pecypc| :
yuebnoe mnocobue / C. A. HecrepoB ; MuHuctepcTBOo 00pazoBaHMss M Hayku Poccuiickoii
®enepaunn, Cankr-IleTepOyprekuil rocyiapcTBeHHbIN nonuTexHuueckuii yausepcurer. — CIIO. :
W3narensctBo IlonutexHnueckoro yHusepcurera, 2014. — 322 c. — Pexum pocrtyna
http://biblioclub.ru/index.php?page=book&id=363040

4. TIIpoxopoa, O. B. HWudopmanumonnas 0O0e30macHOCT, M 3amuTa HWHPOpPMAIIUU
[DnexTponHsbIi pecypce] : yueonuk / O. B. Ilpoxoposa. — Camapa : Camapckuii rocyapcTBeHHBIH
ApXUTEKTYpHO-CTPOUTENbHBIM  yHHMBepcuteT, 2014. — 113 c¢. — Pexum pocryna
http://biblioclub.ru/index.php?page=book&id=438331

JlomoJIHUTeIbHAS JIMTEpaTypa
1. Cerues, 0. H. OcHoBsl nH(pOpMaImoHHoi O6e30macHoCTr. Y4eOH [ DIeKTpoHHBIHN pecypc] :
npaktudeckoe nocodue / FO. H. Cerues. - M.: EBpasuiickuit oTKpbITBIH nHCTHTYT, 2010. - 328 C. -
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978-5-374-00381-9. Pexxum nocryma : http://biblioclub.ru/index.php?page=book&id=90790.
2. Konctutynus Poccuiickoit denepanmm.
3. @3 PD «O6 undopmaruu, ”HGOPMATU3ALUH U 3aIIUTE HHYOPMAITII.
4. @3 PO "O nepcoHanbHbIX AJaHHBIX"
5. @3 P® «O 6e30macHOCTIY.
6. @3 PO «O rocygapcTBEHHOM TaliHE».

10. Ilepeyennb pecypcoB HHPOPMALMOHHO-TEJIEKOMMYHUKAUMOHHOK ceTn « AHTEpHET»

1. http://www.securrity.ru - SecuRRity.Ru — «MupopmarronHas 6€301macHOCTb
KOMITBIOTEPHBIX CUCTEM M 3aIIUTa KOH(GUICHIIMATbHBIX JaHHBIX)»

2. http://all-ib.ru - Uudopmarmonnas 6e30macHoCTh. 3amuTa nHbopMaIuu

3. http://www.securitylab.ru - Security Lab by Positive Technologies [Dnextponnsiii pecypc] .
— URL: http://www.securitylab.ru

11. MeToanueckue ykazaHusi 00y4ar0MuMCcs 10 OCBOCHUIO M CUMILTUHBI (MO1YJIs1)

[Ipu ocBoeHMM MaTepurasa JUCIUIUTMHBI HEOOXOMMO:

— CIUIAaHUPOBATh U PACIIPEICIUTh BpEeMs, HEOOXOIUMOE JIJIsl U3YUEHUS JUCIUTUTUHBL,

— KOHKPETU3UPOBATh JJIs Ce0s TUTAaH U3YUCHHs MaTepuala;

— 03HAaKOMHTHCS C 00BEMOM M XapaKTEpOM BHEAYAUTOPHON CaMOCTOSATEILHON paOOThI JIs
MMOJIHOLIEHHOT'O OCBOEHHUS KaXKIOH U3 TEM ITUCIHIUIMHEL.

CueHnapuii u3ydyeHus Kypca:

— IIpopaboTaiiTe Kaxaylo TEMY IO MPEAIaraeMoMy HUXKE allTOPUTMY JIE€HCTBHIA;

— U3Y4YHMB BECh MaTe€pHUaJl, BHIMOJHUTE UTOTOBBIN TECT, KOTOPBINA MPOJAEMOHCTPUPYET
TFOTOBHOCTB K CJaue 3a4era.

Anroput™m paboThl HaJl KayKIOW TEMOM:

— HM3y4YUTe COoJCpKaHKHe TeMbI BHaUYaJIE MO JIEKIIMOHHOMY MaTepHally, a 3aTeM Mo JPYruM
HCTOYHUKAM;

— IPOYUTANTE JONOTHUTENBHYIO IMTEPATYPY U3 CHHICKA, MPEATIOKEHHOTO MPENo/1aBaTelIeM;

— BBINIUIIUTE B TETPAJIb OCHOBHBIC KATETOPUHU U TIEPCOHATIUU 10 TEME, UCTIONb3YS
JIEKIIMOHHBIA MaTepHall WU CIOBAPH, YTO MTOMOXKET OBICTPO MOBTOPUTH MaTEPHAII IIPH TOATOTOBKE
K 3a4eTy;

— COCTaBbTE KPaTKUH MJIaH OTBETA MO KaXKJOMY BOIIPOCY, BBIHOCUMOMY Ha 00CYXI€HUE Ha
1a00paTOPHOM 3aHITHH;

— BBIYYUTE ONPEEICHUS TEPMUHOB, OTHOCSIIUXCS K TEME;

— TIpoJlyMaiiTe MPUMEPHI U WUTIOCTPAIIMH K OTBETY IO U3y4aeMOu TeMe;

— O0epUTE IIUTATHI YUCHBIX, OOIIECTBEHHBIX JesTeNel, MyOIUIIMCTOB, YMECTHBIE C TOUKH
3peHust 00CyKIaeMoi TPOOIEMBI;

— IPOAYMBIBAITE BHICKA3bIBAHUS MO TEMaM, MPENI0KEHHBIM K JJa0OpaTOPHOMY 3aHSTHIO.
Pexomenpanuu mo pabore ¢ utepaTypoit:

— 03HAaKOMbTECh C AHHOTALUSIMHU K PEKOMEHOBAaHHOM JIUTEpaType U ONPEAEIUTE OCHOBHOM
METO/ U3JI0’KEHUSI MaTepraja TOrO WJIM MHOTO UCTOYHHKA;

— COCTaBbTE COOCTBEHHBIC aHHOTAIIMU K APYTUM UCTOYHUKAM Ha KapTOYKaX, YTO TTOMOXKET
MIPU TIOJITOTOBKE pedepaToB, TEKCTOB peUeil, Mpy MOATOTOBKE K 3a4ETy;

— BpIOEPHUTE T€ UCTOYHHUKH, KOTOPhIE HauOOIee MOIXOIAT ISl U3y4eHHS] KOHKPETHOM TEMBI.

12. [lepeyenb HH(POPMALIHOHHBIX TEXHOJIOT Wil

Peanuzanus y4eOHOW mporpamMmbl OOECIEUMBAETCS JIOCTYIIOM KaXJOro CTYAEHTa K
MH(OPMALIMOHHBIM pecypcaM — 3JIEKTPOHHOM OuOiInoTeke u cereBbIM pecypcam Mutepner. s
ucnonb3oBanuss WKT B ydeOHOM mpoliecce HCHONB3YyeTcs NPOrpaMMHOE obOecredeHue,
MO3BOJISIIOIIEE OCYIIECTBIISITH IIOMCK, XPAHEHHWE, CHCTEMATU3ALMIO, AHAJIU3 M IPE3CHTALUI0
uHpOpMaIUY, SKCIOPT MHPOpPMALUU Ha IHU(POBbIE HOCUTENIH, OPTaHU3ALMIO B3aUMOJEHCTBHS B
peanbHON M BUPTYaTbHOW 00pa3oBaTEIbHON Cpeie.
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I/IHI[I/IBI/II[yaJIBHBIC pPE3YyIbTaThl OCBOCHHA JUCHUIUIMHBI CTYACHTAMU (I)I/IKCI/IpYIOTCSI B
AJIEKTPOHHON MH(POPMAITMOHHO-00Pa30BaTEIBHOM Cpe/ic YHUBEPCHUTETA.

12.1 IlepeyeHb MPOrPaMMHOIO o0ecneveHust
1. Microsoft Windows 7 Pro

2. Microsoft Office Professional Plus 2010

3. 1C: Yuugsepcuter [IPOD

12.2 Mepevyenb uHGOPMALMHOHHBIX CHIPABOYHBIX CHCTEM

(oOHOBJIEHME BBINOJIHSAETCA esKeHe/leJIbHO)

1. Undopmanmonno-npasosas cucrema «I"”APAHT» (http://www.garant.ru)

2. CipaBounas npaBoBas cucreMa «KoncynerantILrocy ( http://www.consultant.ru)

12.3 Ilepeyenb coBpeMeHHbIX MPOdecCHOHAIBHBIX 043 JaHHBIX

1. IMpodeccuonansuas 6a3a nanubIX «OTKPBHITHIE JaHHBIE MHUHHCTEPCTBA 00pPa30BaHUs M HAYKH
P®» (http://xn----8sblcdzzacvucOjbg.xn--80abucjiibhv9a.xn--plai/opendata/)

2. DnekTpoHHas 6uOnMoTeuHas cucrema Znanium.com( http://znanium.com/)

3. Enunoe okHO noctyma k oopasoBaTenbHbiM pecypcam (http://window.edu.ru

13. MaTepuajabHO-TeXHUYECKOE oOecrieyeHHe U CHUITUHBI

s mpoBeneHusT ayAUTOPHBIX 3aHATHI HEOOXOIUM CTaHIAPTHBIM HAa0Op clenUaIn3upPOBAHHOMN
yaeOHO Mebenmn u  ydeOHOro OOOpyIOBaHUS, a TaKKe MYJIbTUMEANHHOE OOOPYIOBaHHE IS
JEMOHCTpAallUd TpEe3eHTAli Ha JeKuusx. J[ias mnpoBeneHUs MNPaKTHUYECKUX 3aHITHHA, a Takke
OpraHH3aIi CaMOCTOSITEIILHOW pPa0OTHI CTYJACHTOB HEOOXOJMM KOMITBIOTEPHBIN Kiacc ¢ padounMu
MecTaMH, 00ecreynBaIOIMMU BbIX01 B IHTepHEeT.

WupuBuayanbHble  pe3yibTaThl  OCBOSHHS  JUCIMIUIMHBI  CTyA€HTaMH  (DUKCHUPYIOTCS B
ANEKTPOHHON NHPOPMAITMOHHO-00Pa30BaATEIBHON Cpele YHUBEPCUTETA.

YueOHast ayauTOpHs Uil TPOBENCHHS JICKIMOHHBIX 3aHATHH, MPAaKTUYECKUX (CEMHHAPCKHX)
3aHATHUH.

Kommnprorepnsrii kimace (Nelll).

[TomerieHne yKOMIUIEKTOBAHO CHEIUATU3UPOBAHHON y4eOHON MeOenpl0 M TEXHHUYECKUMU
CpeaCcTBaMH O0y4YEeHHUSI.

OcHoBHOE 000pyI0BaHUE:

HaGopel  1eMOHCTpalMOHHOTO  00OpYIOBaHMSA:  aBTOMATU3MPOBAaHHOE  pabodyee  MeCTO
npenojaBaTenss B COCTaBe (CHCTEMHBIM OJIOK, MOHUTOp, (UIbTP, MBbIlb, KJIaBHaTypa, BeO Kamepa,
JOKYMEHT KaMepa, aKyCTHUecKasi CHCTEMa), IPOEKTOP, MHTEPAKTHUBHAS J10CKa.

ABTOMaTH3MpPOBAaHHbIE paboye MecTa B cocTaBe (KoMmbloTepsl — 13 mrtyk), maraurosna JVC RD-
EZ16, MarHuTHO-MapKepHas JOCKa.

Y4eOHOo-HarIsIIHbIE TOCOOUS:

[TpezenTanuu, yueOHbIE MIIAKATHI.

[Tomermenue 1t camocToATeNbHOM padoThl, Ne 114

[TomernieHne yKOMIUIEKTOBAHO CHEIUATU3UPOBAHHON yueOHON MeOeNbl0 U TEXHUYECKUMH
CpeAcTBaMU O0YYEHHSI.

OcHoBHOE 000pyI0BaHUE:

ABTOMaTH3MpPOBaHHOE pabouee MECTO B COCTaBE (CHCTEMHBIM OJIOK, MOHUTOpP, (PUIBTP, MBIIIb,
KJIaBHUaTypa, BeO Kamepa) ¢ BOZMOKHOCTBIO MOAKIIOUEHUs K ceTH «/HTepHeT» 1 obecrneueHueM A0CTymna
B DJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTeIbHYIO Cpelly YHUBepcHUTeTa; Tenesusop LG.

YyeOHO-HArIS AHbIE TTOCOOHS:

[TpezenTanyu, yueOHbIE MIIAKATHI.

IToMemnieHue a1 cCaMOCTOSATEIbHOM pa6OTLI.
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[TomereHne yKOMIUICKTOBAHO CHEIUATU3UPOBAHHON ydeOHON MeOeNbl0 W TEXHUYECKUMH
CpeAcTBaMU O0Y4EHHUSI.

OcHoBHOE 000pyI0BaHUE:

KommploTepHasi TEXHUKA ¢ BO3MOXKHOCTBIO MOJKITIOUEHUS K cetu «HTepHeT» u obecnieueHneM
JocTyna B AIEKTPOHHYIO nH(OPMaLIMOHHO-00pa30BaTEIbHYIO cpeny YHHUBEpPCUTETA
aBTOMATHU3MPOBAaHHBIC paboune MecTa (KoMIbIoTep — 12 mTyK).

MynbTUMETUIHHBINA TPOSKTOP, MHOTO() YHKITMOHAILHOE YCTPOMCTBO, IPUHTED.

Y4eOHO-HarIAIHbIE TTOCOOUS:

[Ipe3eHTanuu, NEKTPOHHBIE TUCKH C YYEOHBIMU M Y4€OHO-METOANYECKUMHU TOCOOUSIMHU.

[Tomerienue JuIst cCaMOCTOSITENbHOIN paboTBhI.

Yuraneueii 3a1, Ne 101

[ToMemieHne yYKOMIUIEKTOBAHO CHELMATM3UPOBAHHON y4eOHOH MeOenpl0 U TEXHMYECKUMHU
CpeAcTBaMU O0Y4EHHUSI.

OcHoBHOE 000py10BaHUE:!

KommbproTepHas TeXHHKA ¢ BO3MOKHOCTBIO MOJKIIOUEHUs K ceTu «VHTepHeT» u obecrneyeHneM
J0CTyIa B 3JIEKTPOHHYIO HMH(POPMaLIMOHHO-00pa30BaTEIbHYIO cpeny YHUBEpCUTETA:
aBTOMAaTU3MpOBaHHbIE paboune Mecta (komnbioTep — 10 mTyK).

[TpoexTop ¢ 3KpaHOM, MHOTO(YHKIIMOHAJILHOE YCTPOMCTBO, IPUHTED.

Y4eOHO-HarIAIHbIE TIOCOOUS:

VY4eOHUKH U yueOHO-METOIUUeCcKue oco0us, MepHOANUECKUe U3/1aHus, CIIPaBOYHAs JIUTEpaTypa,
CTEHJIbl C TEMAaTUYECKIMH BBICTaBKAMHU.
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